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DRAFT (14 July 1959)

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 11/2

SUBJECT: Control of Dissemination and Use of
Intelligence arsl Intelligence Information

Pursuant to the provisions of NSCID Ne. 1 {New Series, 15 feptember
1958), paragraph 2 (a) (%), and paragraph 5, and for the purpose of pre-
venting unauthorized disclosure of intelligence, intelligence information,
and affording protection to intelligence sources and methods, the following
precedures are established to uniformly costrol the dissemination and use
of intelligence and intelligence information.

1. The basic centrol for the safeguarding of classified information
is established by Executive Order 10501. In accordance with Section 7
{c) of Executive Order 10501, classified intelligence and intelligeace infsr-
mation originating in a departinent or agency will not be disseminated out-
side another receiving agency without permission of the originmating agency,
except as provided in paragraph 4 D. of NSCID No. 1 (New Series).

Z. The pelicy of release of classified defense information to foreign
govermments is established by the Fresidential Directive of 23 September
1958, "Basic Policy Governing the Release of Classified Defense lufor-
mation to Foreign Governmants." Ia accordance with the Presidential
Directive, classified intelligegce and intelligence information originating

in a department or agency will net be disseminated by recipient departments
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or ageacies to any foreign government without the consent of the originator.
In order to de consistent with the intent of the Presidential Directive and
for the purpose of this Directive, classified intelligence and imtelligence
information will not be dissesinated to any foreign nationals or immigrant
aliens who are used, integrated, or employed by the United States Govern-
ment without the expreas permission of the originator of the intelligence

3. The dissemination and use of intelligence and intelligence informa-
tion will, at all times, be controlled by the policy of 'need-to-krnow'.

4. The standardization of the comtrol stamps and the procedures set
forth in this Directive are to be uniformly employed by all departments
and agencies in the Intelligence Community thereby assuring like control
and use of intelligence and inmtelligence information disseminated within
the Istelligence Community. Thecze regulations and control markings will
be published in the appropriate regulation or notice media of each agency
or department.

$. Authorisation for Rejease of Intelligence and Imtelligence Infor-

mation, - The originating agency or department of intelligence or intelligence
information may permit the release to persons, gromups, or organisations

of such information after a dotermination has been made that the release

of the information is in the sccurity and intelligence interests of the Upited

States, It is the respoasibility of each department and agency to obtain the
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mm'ﬁm of the originating agency or department before any imtalligence
or m&a;ma information {5 released or used in 2 numner which will
permit the information to appear in the public émin. In certain types

 of issuances within the Intelligence Community such as bulleting, notices,

or messages, the intelligence product {» a composite of intelligencs and
intelligence informatioa by the various dmmmnad agencies of the
Intelligence Community. #hen the rolease of mch infermation is con-
m& bya dopartment or igmy. it is the mapmntb&lity of that depart-
ment or agency to obtain permission of the other Mau of the Intelligence
Cemapunity contributing to the joint wm;ema product, ‘!’ﬁe same |
;mmu appliea to intelligence tnformation that iz preduced by joint efforts
in the fartherance of & Cmmdty istelligence project, Any intslligence

or intelligence informution zoleased withm the e:@mu ycrmitsim of the
w&.ﬁnﬂu or eriginators may be maiécxed an unsuthorized di.mlmur%

and subject to lavestigation sad other appropriste nmm. _

6. Mn an origizating department or agency _Ms it necessary
to prwidn special comtrols for inmelligonce m' hﬂtiugm information,
Wrby virtuo of the substince of the iaformation R§a§£ and/or to pre-
wide mw protection to iatamgtaée sources and inn&ada, the
appropriste control stamp ot M:wﬁlhphccémntho document.
These stamps will be placed below the dMe security classification
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marking on the document. Asy document dissemnisated within the In-
telligance Commaunity or to senior echsalomas mmiﬁe the Mclligcm:g
Community and bearing one or more of the cmfal stamps set forth in
this Directive, im be carefelly controlled by all ra:ipim;in} strict
: :mm with the wttésemi ta& restrictions set t’aﬁh in this
Directive.
7. Iasccordance with paragraph 6, the following control vnamps
- will ‘M-am for the marking of :lutemgame and intemgmce inforreation.
A, "NOFORN" - Np desemiastion will be permitted te i@rei;zz
mm&nﬁs. mrﬁisn mﬁm’h immigranat aliens {including U, 3,
Gucrmant cr;@loycdj, atilized or i%agmﬁ foreign officials or
matiosals. | |
(i} When the origluating a@may mrm;a the release of &
mm Mﬂng_}ltiis’ marking ta eune or meore ianign govern- 25X1C
25X1C " ments, it will modify the w_

{2) ‘I’he use of the stamp "HOFORN by an orviginator
represents a yr&daiémimﬁon that -&_Marmﬁﬁn is not
‘releasable to foreign Warms aa& foreign nationals. This
determination will sommally be made ta afford additional protection
" to sensitive imm&;&nﬂa sources and methods and/or on the basis

of the Presidential policy goveraing release of classified defans:
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B. “INTCOM CONTROL - Limited to staff officials of the
. Istelligesce Commmity axd ﬂm:o higher echelons of wamaeags
»m their immediate supporting staffs and m senier mdlitar
- Ws, who mast mesurﬁy deal with and act apom Corarnunity
m&me.

{1} Mot to be disseminated to consultents, reservs per-
sonnel oa short urﬁ active duty, extersal projects, or personnel
and organizations wider s coatractural relationship to the United
States Geveramont. |

{2) This Mrkiﬁ; atarep will nermally be uscd to control
sensitive intelligencos and intelligence information which because
of {a) the mhsm of the inm-mm itself and (b) the necessity
te protect sensitive intelligence mms and metheds, st be
maintained within the professionsl staff of the Iteligence
Community and the senior echelons of ﬂwmtd in order to
provide adequate me and control of the information.

‘outside the

C. "NO DISSEM ABROAD" - Net to be dissemina
‘ﬂmm&t&ﬁfﬁeﬁm&ﬁe:. o
{1} This markieg will mly!w otitized as & supplement
to markings A and B in order to provide additional centrol and
protection of the information b‘y pmm ite dissemination
| sutside the continestal Hmits of the United States.
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D, "BACKGROUND USE ONLY" - Intelligence information which
| 15 mot to be inchuded in ay intelligence document. | |

8. Intalligence and mmegee information bearing the costrol markings
"NOFORN", and "INTCOM GONTROL", may be quoted, extractsd, or
sursenarised in other documents provid?d that suck documents are marked
with the same comtrol stamps and ﬁxbéad to the same restrictivae dissemina-

tion as specified for the information by the origlumting agency.
This rwxﬁfm is estahlished to prevent the dissemination of
| this Mm in other doguments to recipientz not entitled to receive
the Wﬁa or not istend=d to receive it by the origiaator.

2. m recipient agency or depsartment desiring txs use, quote, extract
or M. and/or dizseminste a document ina m@ not permitted
by the lmitstion of the comtrsl stamp, raust oltain the permission of the
aﬂwm agency, Permdsdon from the originating agency to utilize,
in Me or part any iméeﬂlgmate or intelligence information in a mannex

N wther M specified by the contrel mtrms applies only to the specific
purpose of the requestoxr and does net Mmziy appiy to all recipients

. of the information as origindlly disseminated, unlese the eriginating ageacy
rmavn the comtrol markisg for the benefit of all reciplents. |

16, Any guestions with respect to the dissemination and use of a
decument bearing 2 control mmarking w!ll be referred to the originating

'Cw’! ‘
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11, The following stamp may be used by the originntor of an in-
teiligence docurnent to signify to the reciplents of the decument that the
| information has been derived from a sensitive istelligence source which
.mqnii-ew specific proteéﬁm: |

WWARNING NOYTICE - SENSITIVE SOURCE
INFORMATION CONTAINED REREIN"

This marking will serve as a guide to disseminators that the informa-
ﬁm m be made ava&hhla only to those officials where the use of the
| M&n and the nnﬁ—wtﬁw is clearly demonstrated, ’rhie marking
is supplementary to the conteol mu-kﬁn; of NOFORN, maw CONTROIL.,
| and aaﬁ:&snam USE ONLY, to signify that the originator desires
special protection of a sensifive source. 2t will be fhe respomsibility of
each recipient department and agency to make & &atermiaaﬁon of its
distribution of such information marked with this warning notice.
1Z2. These ‘cnstrot markings and pra@e&aﬂs_ do nalt‘ aq’nrscsie nor
;ﬁcct the apccial controls for the dissemination and uge of specml and
atomnic izﬁsiii;ence nor do they affect special inéicmra utilized by the
varions departments and agmiea for established distribution of material,
In sddition, these markings and procedures do not affect other control
measures e.mbiisheé by tbev various departments and agencies for infor-
mation subject to laws concerning copyright, lible, slander, and comnmunica-
tions, nor mﬁr informatien which for moral, ethical, or legal reasoas |

rnust be protected by other control measures.
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13. Clasaified Coatracti. For the purpose of fhis Directivs,
msiﬁnﬂl centractors and thelr persommel are not part of, sor com-
B ponants of, the ngencics and departraents eatending the comtracts,
Awy dissemination of intelligance to ci#naiﬁei contractors must be
sivictly governed by the neef-to-kuow in direct relstion to the per-
forromnce of the contract requirements mﬂ othsr resuirements of
tis Divective. | |
=) A mw @ u&my may disseminste its m produced
imelligence #si: its classified contractors upon wm?:iuts éeter-
raination of the need-tos know aad other established reguire=s ats.
) Intelligenca origimeting in ancther Wmm or agency
wiil u#bt digseminated to contractors sxcept W‘Maa&m of
the origiuating agency. - -
ft) In order to meet specis] reguirements for *&e fareishing
of intelligence iﬁMeu to ccm centractors, Ww&a and
w may establish bilateral agnMr for the ﬁsmﬂmﬁm

of their originated inteliigeace information to such comtraciors.
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